
 



 



 



 



 



 



 



 



 



 



 



 



 



 



Privacy 

 

A game about Privacy, Personal 

Information, and sharing Online  

 

Have you ever thought about the things that you share when 
you go online, the way that your words and actions might 
travel around the world? 
 
Have you ever wondered what websites might want to do with 
the answers to the questions they ask? Have you ever 
wondered who else might be out there?  
 
This is a game that allows you to do that. It allows you and 
your friends to make decisions about what to share (and who 
to share it with) and what to keep private.  
 
The way to win is to keep the most valuable information to 
yourself, whilst trying to find out what others have. This will 
allow you to play the best cards in combinations that give you 
the most points. You’ll have to make decisions about what 
sort of trades you need to make, and what deals are simply 
too good to be true. You’ll want to think carefully about who 
you might be playing with, because they’re not always who 
they seem.  
 
You can play this game with 3 to 5 players. It should take 
about half an hour to play. You’ll just need the cards, and 
maybe some paper and a pen. You’ll need a bit of space to 
play in; a tabletop, or a bit of floor.  
 
The game revolves around trading information, putting some 
in public and keeping some private. The six categories of 
information are: 
 

Social – your social life, friends, activities (Purple) 
Digital – what you do online, websites, blogs (Grey) 
Financial – how you spend money, loans, accounts (Orange) 

Biographical – about your past, and your identity (Green) 

Security – how you stay safe and in control online (Red) 

Health – about your health and wellbeing (Blue) 
 
Cards: There are three decks of cards. The Event Deck (blue 
back), the Information Deck (brown back) and the Character 
Deck (Grey back). The Event Deck contains random Event 
Cards with random events that happen in the online world 
that players have to respond to. The Information Deck 
contains Information Cards and a few more Privacy Tricks 
that players can trigger. The Character Deck will determine 
what role you take on in this game. 
 
Set-up 

 Shuffle all decks.  

 Deal 1 card from the Character Deck to each player 
- put the remaining cards back in the box. This is 
the Character they are playing in this game. They 
player should keep this to themselves.  

 Deal 5 cards from the Information Deck to each 
player. This is their Private hand. 

 Place the Information and Event decks in reach of 
all the players. 

 
How to play the game:  
 
1) One player turns over the top card of the Event deck and 
reads the text out. All players must follow the directions on 
this card. It may tell you to discard a card with a particular 
colour, tell to you to reveal the contents of your hand to the 
other players, or some other event. 
 
2) Each player takes it in turn (going clockwise) to do three 
actions in the following order.  

 Play a single Information card from their hand into their 
Public Database. Or Play a Privacy Trick card.   

 Propose a trade between themselves and another 
player. 

 Draw cards from the Information Deck to bring their 
hand back up to 5 cards. 

 
Playing a Card: To play a card, a player simply reads out the 
text, and puts it down on the table in front of them. It doesn’t 
matter where you put the first card, but following cards have 
to be lined up with and touching an already played card. You 
need to create columns of the same colour/type of 
information, in order to score points (see ‘Scoring’ below). 
You have to play the cards the same way up (name on the 
top, numbers below), and they cannot overlap. Each player 
creates their own Database of cards separate from the 
others. 
 
You can play a Privacy Trick card from your hand instead of 
your Information Card for the turn. 
 
Trading: The player can either offer up a card as a potential 
trade (for example: “what would anybody give me for this 
Credit Card Number.”) or ask for a specific type of card 
(“does anybody have a card with Security information on 
it?”). It is up to the players to negotiate over the trade. It is 
acceptable to trade more than one card in a deal. If the 
players cannot agree then no trade takes place. 
 
Draw: If you have fewer than Five cards in your hand, take 
cards from the top of the Information deck until you have 
Five cards. Event cards may alter this number.  
 
3) Play then passes to the next player. When each player 
has taken a turn, then return to step 1) by drawing another 
event card. 
 
Ending the Game: the game ends when the last card is 
drawn from the Information Deck. Each player reveals the 
contents of their hand, and also flips over their Player Card, 
showing it to the other players, and uses this to calculate 
their scores. The player with the highest score at this point is 
the winner.  
 



Scoring: You can score points by playing cards in public (in 
matching columns in your database) or in private (by keeping 
them in your hand until the end of the game. Scoring depends 
heavily upon your character card.  
 
Public: Information becomes valuable when you have more 
than one of the same category. You can score information 
cards by playing them on the table, lining them up in columns 
so that you get three or more cards with the same category 
lined up, as in the following diagram. This is your ‘database’  
 
            
 
    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Example: with the five cards played above, the player would 
score points for Orange (3 in a column), and Green (4 in a 
column).They would not score the Blue (3 in a column, but 
cards not adjacent), or the Purple (not in a column, not 
adjacent). They would not score the pink (only two) 
 

2+2+1+3 =6 
2+1+2=5 
= 11 points 

You double the score for any column that matches the ‘public’ 
colour on your character card.  
 
Private: At the end of the game players also score points for 
any categories they hold in their hand that match the Private 
category colour on their Character card. Do not score points 
for other categories. 
 
Add together the points from your public and private scores to 
find your total score.  
 

Card type summaries 
Event Cards: These cards are drawn each turn to represent 
the random events that can make managing your information 
online difficult. When an event card is drawn from the event 
deck, all players must follow the instructions written on it. 
 
Character Cards: These cards represent the character you 
are playing in this game. Separate them out from the deck, 
shuffle and deal one face down to each player at the start of 
the game.  These cards will tell you which types of information 
you get a bonus for collecting, and what this bonus is. Keep 
this hidden, unless you want to reveal it. Each character has 

one type of information they score double by playing it in 
public  and one type the score double by keeping it in their 
hand until the end of the game. They score all other types of 
information normally. The Character Cards include:  
 

Hacker – Score double for public Security 
and private Digital information. 
Health Service – Score double for public 
Health and private Biography information. 
Bank Manager – Score double for public 
Financial and private Security information. 
Advertiser – Score double for public 
Biography and private Financial information. 
Online Dater – Score double for public Social 
and private Health information. 
Community Reporter – Score double for 
public Digital and private Social information. 
Employer - Score double for public 
Biographical and private Security information. 
Youth Worker - Score double for public 
Health and private Social information. 
Internet Shopper - Score double for public 
Digital and private Financial information. 
Intelligence Agency - Score double for 
public Security and private Digital information. 
Social Network – Score double for public 
Social and private Biographical information. 

 
Information Cards: These are the core of the game. They 
each have a name, a picture, three coloured ratings, and a 
quote.1 These are the cards you’ll trade and play to score 
points. 
 
The three ratings are important. The numbers (1,2 or 3) 
show how valuable the card is, and how many points you 
score from playing it. The colours represent categories of 
personal information which you’ll need to match up (see 
‘Scoring’ below). 
 
Privacy Tricks There are a few cards within the Information 
Deck that allow players to manipulate the online information 
world to their advantage. These can be played instead of an 
information card on a player’s turn. Follow the instructions 
on the face of these cards. 
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Printing and Using Privacy: 
The Card Game  
 
This file contains all the resources to print 

your own copy of the Privacy card game, 

as well as some guidelines for making use 

of the game.  

Printing:  
 
You’ll also need a colour printer. We 
recommend using a good quality card 
stock that works with your printer.  
 
I’d recommend printing pages 5 to 14 first. 
Then you need to make sure they get the 
correct backs. You’re making three 
separate decks of cards.  
 
For most printers, if you just re-insert the 
paper the other way around, and keep the 
settings the same, then the cards should 
line up with their backs, ready to print out. 
Maybe practice with cheaper paper and 
the printer’s ‘draft’ setting first.  
 

 Print page 4 on the reverse of page 
5 (this will make the grey Character 
Deck) 

 Print page 3 on the reverse of 
pages 6, 7, 8 and 9. (this makes 
the blue Event Deck) 

 Print page 2 on the reverse of 
pages 10, 11, 12, 13 (this makes 
the brown Information Deck).  

 Print page 1 on the reverse of page 
14 (this contains some odd cards).  

 
Print out as many copies of the rules 
pages as you have players.  
 
Using the game  
 
The game is designed to fit into the 
average classroom session length and 
can be played –as is. However we can 
also suggest a couple of methods 
 

The idea behind the game is that we’ve 
built a model of how privacy and 
personal information work online into a 
card game those players can then 
explore through play. The game exposes 
players to decisions about what 
information to make public, keep private 
or trade with others.  The argument built 
into the game is that information about 
people is valuable, that there are a lot of 
different organisations and people online 
with an interest in personal information, 
and that there are no objectively correct 
decisions about privacy and that random 
events can upset even carefully chosen 
privacy decisions.  
 
Discussion – the information cards can 
be used to stimulate discussion around 
privacy topics outside of the game. One 
activity might be to get students to sort 
cards into sets they would share and 
sets they would keep private, and 
discuss this with others. Then change 
the identity of person who they are 
sharing with, and ask how this might 
change their choices. The quotes on the 
cards might be good ways to stimulate 
discussion – do students agree or 
disagree with these? Does it sound like 
something they might say, or have heard 
somebody say? 
 
Playing the game should be either 
followed or preceded by discussions 
about online privacy or e-safety. This will 
help to maximise the meaning of the 
experience and identify particular 
concerns that  people have.  
 
Stacking the Deck – the activity leader 
can select particular event cards that 
they think their learners will find 
engaging or relevant, or that they want to 
encourage discussion on, and make sure 
that these are close to the top of the 
event deck at the start of the game. 
Gaming Hack, School Spying, and E-
Safety might be particularly relevant to 
children.  



Structured Play – this method might work 
well with a larger group. In this case, the 
group leader controls a single event deck 
for the entire class, who play in smaller 
groups. This gives the leader control over 
pacing, and allows the effects or 
implications of different events to be given 
more focus. This combines well with 
stacking the deck. It may not matter if the 
introduction of events falls outside the 
game sequence, giving a somewhat 
musical-chairs feel to the timing of the 
game as players wonder when an event 
will happen.  You might want to compare 
scores across the entire group at the end.  
 
Reading the Cards: Although it is not 
necessary by the rules of the game, you 
might want to insist that players read out 
the names and quotes of the cards as 
they play them.  
 
Free Trading – a more dynamic variant of 
the game involves removing the specific 
trading phase from each players turn and 
opening it up. Any player can then 
propose a trade at any point in the game. 
More competitive players seem to enjoy 
this version, although it does become 
slightly more chaotic.  
 
Privacy Tricks – the Misinformation card 
allows a player to trick another player 
during a trade. It is making the point that 
not all deals on the internet are quite what 
they seem. However, if you think this 
might cause problems with your players, 
feel free to remove these cards before 
play.  
 
Resources – with some players the game 
might introduce new concepts. Childnet 
has a useful glossary (alongside many 
other resources in this area): 
http://www.childnet.com/kia/traineeteacher
s/glossary.aspx  
 
 
 
 

Feedback 
We’d really value hearing about your 
experiences using this game, and things 
we might do to make it more useful.  
 
Email d.barnardwills@cranfield.ac.uk 
with any comments.  
 
There is also an ongoing online survey 
about the game at 
http://www.surveymonkey.com/SPRQRF
2  
 
 
 

 

Licensed under Creative Commons 

Licence Attribution-NonCommercial-

NoDerivs (CC BY-NC-ND) by Royal 

Holloway, University of London on the 

behalf of the VOME project partners.  

 
P 

hij 

http://www.childnet.com/kia/traineeteachers/glossary.aspx
http://www.childnet.com/kia/traineeteachers/glossary.aspx
mailto:d.barnardwills@cranfield.ac.uk
http://www.surveymonkey.com/SPRQRF2
http://www.surveymonkey.com/SPRQRF2

